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Certify Security Overview

After logging into Certify, you will need to create users. A user is an individual authorized to access Certify with permissions assigned by the administrator of your system for everyone who has access to Certify. To limit access, you can create groups. A group is a collection of users that perform particular tasks or have privileges to access certain functionality within in Certify with customized permissions and add users to these groups. Certify creates one predefined group called Administrators and places one user called admin in that group.

After logging in the first time as a Certify administrator, create yourself as a new user and give yourself all permissions. Then, log out of Certify and log back in using the new username and password you assigned yourself. You also want to change the password for the admin login to maintain security.

It is important to remember that when you create a user, you must give them permissions to perform whatever they may possibly EVER do within all projects on that Certify database.  For example, if a user is a Project Manager on one project, but an individual contributor on another project, you must define all the permissions associated with that user for BOTH roles.  You will be able to use the permissions associated with groups and projects to restrict the permissions that a user can have for that particular project.  If the user does not have that permission defined at the user level, they will NOT be able to perform that particular function, even if they are granted it at the group or project level.  Users can always be given less access, but never more access via a group or project permission.  If you assign a group, with the user imbedded in the group, but do not assign the user, then the user will inherit on the group permissions.  This way you can limit the type of access to a particular project, and you can assign users to different roles in different projects.
Assigning Users

Users are needed so that team members can log into Certify. The initial login process begins at the Worksoft Certify Login dialog box where the user enters the following:
· User ID – normally the same as SAP/network id’s

· Password – passwords are usually generic when setting up a user.  Please check the box asking the user to change their password at log in.  Passwords can also be set to expire in a certain period.

A user is someone who has access to Certify and can carry out Certify tasks. As an administrator, it is your responsibility to set up new users and modify current users. To add or modify a user profile, you will access the Users and Groups area. The information entered for a new user includes the person’s first name, last name, user name, password settings, and assigned groups.

Users are limited to specific tasks within Certify as defined by their individual or group related permissions. You will learn more about Groups and Permissions in the following sections.
· Security Access (examples)

· Developers – people that create and run processes

· Security – people to maintain the security within the tool

· Manager/Read Only – people that only run processes and/or run reports
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Adding a User

1. On the Navigation taskbar, click Users & Groups. 

The Users & Groups window displays.

2. In the Navigation tree, right-click Users and select New User.

The New User dialog box displays.

3. Type in field values or select options.


	First Name

Last Name
	Type in the first and last name of the user. 

The first and last names can have a maximum of 100 characters. Special characters and numbers are allowed in names.

	Username
	Type a unique username for this user.

Usernames cannot be changed once assigned. Usernames can have a maximum of 50 characters. 

Special characters and numbers are allowed in usernames. 

	Email ID
	Type the email address for the new user.

Email addresses have a maximum of 50 characters and should be formatted with an at sign ( @ ) and a period. 

You can include numbers in email addresses. No verification of format or correct email address is performed.

	Password

Verify Password
	Type a password for the user. 

Passwords have a minimum of 6 characters and a maximum of 16 characters. Special characters are allowed. 

	Force password change on login
	Select this check box if you want the user to be forced to change the password when logging into Certify.

	Password Never Expires

Password Expires
	Click on one of the option buttons.

If you choose Password Expires, you need to select a certain number of days or a date you want the user's password to expire. This field requires users to change their passwords on a regular basis and increases security of your Certify system.


Assigning Groups

Adding a Groups

1. From the New Users window, right-click in the Current Groups Containing User pane and select Add Group. 

The Select Group dialog box appears.

2. Select one or multiple groups. For multiple groups, press the <Ctrl> key while selecting each group. For a range of consecutive groups, press the <Shift> key when selecting the range.

3. Click OK. 

The groups are listed in the field.

Deleting Groups

1. From the New Users window, right-click a group in the Current Groups Containing User pane and select Remove Group.
The group is removed from the field.

Updating Group Information

The Edit Group dialog box allows you to change the name and description of an existing group and add or delete users in the group.

To edit the name and description of a group:

1. In the Navigation taskbar, click Users & Groups. 

The Users & Groups window appears.

2. In the Navigation tree, click Groups.

3. In the Groups Summary pane, right-click on a group and select Edit.

The Edit Group dialog box appears.

4. Update the Name and Description fields.

Note: Group names can have a maximum of 200 characters. Descriptions have a maximum of 2048 characters. Special characters and numbers are allowed in names and descriptions.

Adding Users to a Group

1. From the New Group window, right-click in the Current Users in Group pane and select Add User to Group. 

The Select User dialog box appears.

2. Select one or multiple users to add to the group. For multiple users, press the <Ctrl> key while selecting each user. For a range of consecutive users, press the <Shift> key when selecting the range.

3. Click OK. 

The users are added to the field.

Deleting Users from a Group

1. From the New Groups window, right-click a user in the Current Users in Group pane and select Remove User from Group.

The user is removed from the field. 
Granting Permissions

Assigning Users and Group Permissions

1. In the Navigation taskbar, click Users & Groups.

2. In the Navigation tree, click Users or Groups.

The users or groups appear in the Summary pane.

3. Select a user or group.

4. Click the Permissions tab.

5. Right-click in the tab and select Edit Permissions.

The Users/Groups Permissions dialog box appears.

6. Select permissions for the user or group:

	Read
	User can view and export in Certify, but cannot create, edit, or import data.

	Write
	User can view, create, edit, import, and export data in Certify.

	Execute
	User can execute processes in Certify.


To select permissions for the entire row, select the top check box of each row.

7. Click OK.
The permissions are added and listed in the Permissions tab.

Understanding Permissions

In Certify, permissions are rights to access different areas or features. Until you add individual permissions to a user's profile or add the user to a group with permissions, the user cannot log on to Certify. Permissions are added in the Permissions tab of the Users and Groups window.
Certify supports three levels of access for a given user or group:

	Permission
	Description

	No access
	User has no access to Certify.

	Read access
	User can view and export in Certify, but not create, edit, or import data.

	Write access
	User can view, create, edit, import, and export data in Certify.


 

In addition, some functionality, such as processes, has additional access for a given user or group:

Execute access - User can execute processes in Certify.

You can grant permissions to the user individually and to groups. Users' permissions include all of the permissions assigned to them as an individual, as well as all of the permissions assigned to the groups in which they are members. Users do not lose any permission if the group has less permission than what they currently have as an individual. For example, if the user has individual permissions to Read and Write applications, but the group only has Read access permissions, the user has Read and Write permissions.  However, if you assign a group with a user in it, but not the user itself, the user will inherit the group permissions, not their own.

Permissions are set on a feature level or a project level, and they are based on the functionality in Certify. Feature-level permissions give you access to interfaces, users and groups, requirements, applications, attributes, and projects. Project-level permissions give you access to a specific project and its associated requirements, variables, layouts, recordsets, processes, results, and application maps. When you log on to Certify, only the features and windows in which you have permissions will display.

Assigning Users and Groups Project Permissions
The Permissions dialog box displays the users and groups that have access to the project you selected. Projects contain all variables, layouts and recordsets, processes, requirements, and results. 

In this dialog box, you can:

· Assign users and groups project permissions

· Remove users and groups from the project

 To assign users and groups project permissions:
1. In the Navigation taskbar, click Projects.

The Projects window appears.

2. In the Summary pane, click a project.

3. In the Details pane, click the Permissions tab.

4. Right-click in the tab and select Edit Permissions.

The Permissions dialog box appears.

5. Right-click in the dialog box and select Add User/Group.

The Select User/Group dialog box appears.

6. Select one or multiple users and groups. For multiple users, press the <Ctrl> key while selecting each user and group. For a range of consecutive users and groups, press the <Shift> key when selecting the range.

7. Click OK.

The users and groups are added to the Permissions dialog box.

8. Select permissions for each user and group:

	Read
	User can view and export in Certify, but cannot create, edit, or import data.

	Write
	User can view, create, edit, import, and export data in Certify.

	Execute
	User can execute processes in Certify.


9. Click OK.

The Users and Groups appear in the Permissions tab.

Removing Users and Groups from a Project
1. In the Navigation taskbar, click Projects.

The Projects window appears.

2. In the Summary pane, click a project.

3. In the Details pane, click the Permissions tab.

4. Right-click in the tab and select Edit Permissions.

The Permissions dialog box appears.

5. Right-click on a user or group and select Remove User/Group.

The user or group is removed from the project.

6. Click OK.

The user or group no longer appears in the Permissions tab.
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